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E-Channels Terms and Conditions(E-Terms) General E-
Terms 
1. Introduction 
1.1 The E-Channels shall be gov erned by these terms and conditions and the 

terms and conditions which apply to the Services (the "Service Terms") and 

which shall replace all prev ious agreements between the Parties relating to 
the E-Channels. In the event of any conflict between any  applicable terms, 

the f ollowing order of  priority shall apply: 

(a) the applicable Country Conditions; 

(b) any  Supplementary E-Terms; 

(c) the General E-Terms; and 

(d) any  Service Terms. 

1.2 The E-Terms may  be entered into by  the execution of  any  number of  
copies of  the relev ant Application Form, all of  which taken together 

shall f orm one document 

1.3 Ref erences to the singular include the plural and vice versa.Clause 
headings are included f or convenience only and do not affect 

interpretation. 

2. Def initions 
 Account Holder means the party agreeing to have their accounts  

and/or Services included on the Profile Owner's E-Channel. 
 Application Form means any form in which the Profile Owner agrees to the 

provision of an E-Channel by the Profile Bank. 
 Authorised Person means a person that the Profile Owner has authorised 

(either alone or in combination with others) to give Instructions and/or 
otherwise perform acts on the Profile Owner's behalf. 

 Country Conditions means, for each relevant jurisdiction, the specific terms 
which supplement and/or amend any E-Terms. 

 E-Channel means the Group's electronic banking systems. 
 E-Terms means the General E-Terms, any applicable Supplementary E-Terms 

and any applicable Country Conditions. 
 General E-Terms means these terms and conditions. 
 Group means HSBC Holdings plc, its subsidiaries, related bodies corporate, 

associated entities and undertakings and any of their branches. 
 Infrastructure Provider means any third party providing shared market infrastructure 

necessary for a Party to perform its obligations under the E-Terms including any 
communications, clearing, settlement or payment system, or intermediary or 
correspondent bank. 

 Instruction means any communication which is received by the Profile Bank 
via an E-Channel which has or appears to have been provided by an 
Authorised Person. 

 Loss means any loss, damages, liability, costs, claims, demands and expenses 
of any kind whether or not foreseeable. 

 Party means the Profile Owner or the Profile Bank. 
 Profile Bank means the member of the Group that provides the Profile 

Owner with an E-Channel. 
 Profile Owner means the party provided with access to the E-Channel 

by the Profile Bank. 
 Security Measures means the measures required to ensure the security of 

an E-Channel as may be provided to the Profile Owner by the Profile Bank 
from time to time. 

 Services means any banking or related service provided and 
accessed via an E-Channel. 

 Supplementary E-Terms means any terms and conditions which relate to a 
particular E-Channel service and incorporates these terms and conditions. 

3. Instructions 

3.1 The Prof ile Owner agrees to provide Instructions in the form which the Profile 
Bank has adv ised it to use from time to time, and the Profile Bank shall not 

be obliged to act on an Instruction provided in any other form. 

3.2 Prov ided it followed its Security Measures, the Profile Bank is ent itled to rely 

on any  Instruction and the Profile Bank may treat all Instructions received 

as authorised and v alid. The Profile Owner is responsible for setting up its 
prof ile on E-Channels to be in accordance with its own mandates and 

internal controls. Neither the Profile Bank nor any other member of the 
Group is under any  obligation to review whether an Instruction conflicts with 

any  other instruction or mandate of the Profile Owner or Account Holder. 
The Prof ile Bank may decline or delay to act on an Instruction where it 

doubts its legality, origination or authorisation. 

3.3 The Parties agree to comply  with the Security Measures. The Profile 

Owner shall establish, maintain and review its own appropriate internal 

security  measures for its use of and access to the E-Channels, including 
the installation and ongoing update of  anti-virus software. The Prof ile 

Owner is responsible f or ensuring the appropriate application of the 
Security  Measures when submitting Instructions. 

3.4 The Prof ile Owner shall promptly  acquire, maintain, update and install 
(where relev ant) any  equipment, software, telecommunications facilities, 

networks, connections, patches, releases and/or updates which the 

Prof ile Bank requires it to obtain and use, or that the Prof ile Bank 

prov ides to the Prof ile Owner in connection with its access to the E-

Channel. The Prof ile Owner is responsible f or obtaining and maintaining 
the computer sof tware and equipment necessary  to access and use the 

E-Channels. 

3.5 The Prof ile Owner shall not alter, reverse engineer, copy (other than to the 
extent necessary for the permitted use), publish or impart to any third party 

any  products or services provided by the Profile Bank, including the E-
Channel or any software or materials provided as part of its products or 

serv ices. 

4 Warranties, Representations and Undertakings  
4.1 The Prof ile Owner undertakes to: 

a) prov ide to the Prof ile Bank all documents and other inf ormation 

reasonably  requested by  it f rom time to time in relation to the E-
Channel; and 

b) notify the Profile Bank as soon as possible if it becomes aware of any 

thef t, fraud, illegal activity, loss, damage or other misuse in relation to the 
E-Channel. 

4.2 If the Profile Owner uses or accesses an E-Channel in relation to an account of 

a third party, it represents and warrants that it has appropriate authorisation from 

that third party to do so. 

4.3 Neither the Profile Bank nor any other member of the Group shall be 
liable f or any  Loss suffered as a result of the acts or omissions of an 

Inf rastructure Provider, but will cooperate with the Profile Owner in the 
recov ery of any such Loss. 

4.4 The Prof ile Bank may  suspend the E-Channels for maintenance or for any 
other reason where it reasonably  considers it necessary to do so. The 

Prof ile Bank will prov ide the Prof ile Owner with reasonable prior notice of  

the suspension where it is practical to do so. 

5. Fees and charges 
The Prof ile Owner shall pay  to the Prof ile Bank such f ees, costs, 

charges, interest and expenses in connection with the E-Channels as 
stipulated by  or agreed with the Prof ile Bank in accordance with the 

terms and conditions applicable to the Serv ices.  

6. Amendments 
The Prof ile Bank may make amendments to the E-Terms which will 

become ef fective on the expiry of 45 days' notice to the Profile Owner. Any 
such notice may be given to the Profile Owner in writing or by  publishing 

such amendments on www.hsbcnet.com. However, the Profile Bank may, 
in exceptional circumstances, make amendments to the E-Terms at any 

time in order to comply with any law or regulation, which will become 
ef f ective immediately on notice to the Profile Owner.  

 

7 .  Term inat ion  
7.1 Either Party  can terminate any  or all E-Terms and/or E-Channels by  

giv ing 30 day s prior written notice to the other. Any  liabilities owing to 

the Prof ile Bank thereunder will become immediately  due and pay able 
on termination of  the E-Terms. 

7.2 Subject to any  applicable legal or regulatory  restriction, either Party  

can terminate any  or all E-Terms and/or E-Channels immediately  if : 

a) the other Party  commits a material breach of  the E-Terms which is 
incapable of  remedy  or not remedied within a reasonable time period;  

b) the other Party  becomes insolv ent; or 

c) it is or may  become unlawf ul f or that Party  to perf orm its obligations 
under any  of  the E-Terms. 

7.3 Clauses 7.3 and 3.5 shall surv iv e termination of  the E-Terms. 

7.4 In the ev ent that any  Serv ices are terminated, the Serv ice Terms 

shall surv iv e the termination of  such Serv ices to the extent 
necessary  to giv e ef f ect to the E-Terms. 

Software Interface Supplementary E-Terms 

1. Introduction 
These Supplementary  E-Terms set out the terms and conditions that 

apply  to all Sof tware Interf ace E-Channels prov ided to the Prof ile 
Owner by  the Prof ile Bank. 

2 Def initions 
Capitalised terms used but not def ined in these Supplementary  E-

Terms 
are as def ined in the E-Terms. 

Sof tware Interf ace E-Channel means the E-Channel that uses pay ment and 
reporting interf ace or similar sof tware. 

HSBC Env ironment means the hardware, sof tware, networks, programs 

and inf rastructure operated, owned by  or licensed to the Prof ile Bank.  

http://www.hsbcnet.com/
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3. Sof tware Interf ace E-Channel 
3.1 The Prof ile Owner authorises and instructs the Prof ile Bank to prov ide it  

with a Sof tware Interf ace E-Channel. 

3.2 The Prof ile Bank shall only  be responsible f or prov iding support 
and maintenance f or any  issue which arises in the HSBC 

Env ironment. 

3. Liability  
4.1 Neither the Prof ile Bank nor any  other member of  the Group shall be 

liable f or any  Loss suffered as a result of the acts or omissions of  any 
third party  used by  the Prof ile Bank and required f or the purposes of  

prov iding the Sof tware Interface E-Channel or any third party used by the 
Prof ile Owner but will cooperate with the Prof ile Owner in the recovery  of 

any  such Loss. 

4.2 The Prof ile Owner shall indemnif y  the Prof ile Bank and any  other 

members of  the Group f rom any  Loss arising f rom or in connection 
with the Prof ile Owner's f ailure to obtain and/or comply  with the 

necessary  licence relating to its use of  any  third party  sof tware 

necessary  f or the receipt or use of  the Sof tware Interf ace E-Channel 

4. Termination 
The Prof ile Bank may  terminate the prov ision of  the Sof tware Interf ace 

E-Channel to the Prof ile Owner immediately  if  any  third party  sof tware 
is no longer made av ailable to it.  

Country Conditions  
Korea Country Conditions 

1. Matters not mentioned in the E-Terms shall be construed and 
gov erned in accordance with the General Terms and Conditions of  

Electronic Financial Transactions. 

2. If  the E-Terms are executed in both Korean and English and there 
exists any  discrepancy between such v ersions, the Korean v ersion 

shall prev ail. 

3. Nothing in the E-Terms or the Sof tware Interf ace Supplementary  E-

Terms shall exclude the Prof ile Bank, any  member of  the Group from 

liability  f or any  loss to the extent caused by  the negligence or willf ul 
misconduct of  the Prof ile Bank or such member of  the Group. 

4. Clause 4.4 and 7.2 of  the E-Terms shall be deleted in their entirety  
and replaced with the f ollowing: 

“4.4 The Prof ile Bank may  suspend the E-Channels with prior notice in 

writing, v ia email or homepage posting etc. to the Prof ile Owner where 

reasonably  necessary  for maintenance and recov ery f rom communication 

f ailure or sy stem malfunction and/or for compliance with applicable laws, 
regulations, the Prof ile Bank’s internal policies or any demand from relevant 

authorities. The Prof ile Bank may not give prior notice in urgent or inevitable 

circumstances, including (but not limited to) the recov ery  of  unexpected 

sy stem failure, urgent program maintenance or any  external factors outside 
of  the Prof ile Bank's control.  

7.2 Subject to any  applicable legal or regulatory  restriction, either Party  

can terminate any  or all E-Terms and/or E-Channels by  notif y ing the 

other Party  (with termination taking ef f ect upon such notif ication being 

receiv ed) if : 
a) the other Party  commits a material breach of  the E-Terms which is 

incapable of  remedy  or not remedied within a reasonable time period;  

b) the other Party  becomes insolv ent; or 

c) it is or may  become unlawf ul f or that Party  to perf orm its obligations 
under any  of  the E-Terms.” 

 

5.     The f ollowing will be included in Clause 5 of  the E-Terms: 

  “Any  changes to f ees and charges relating to E-Channels shall be    

av ailable f or ref erence in the branch of  the Prof ile Bank, posted on the  
website of  the Prof ile Bank or inf ormed in other appropriate way s.” 

6.     If  the Prof ile Bank makes av ailable the E-Channels to the Prof ile Owner 

and the Prof ile Owner uses E-Channels or any  other electronic method 

to prov ide agreement to the prov ision of  the Prof ile Bank’s products and 
serv ices (including use of  digital or electronic signatures or any  other 

f orm of  electronic consent) such use shall, subject to any  additional  

terms and conditions prov ided to the Prof ile Owner prior to such use (as 
the case may  be), constitute f ull and binding consent by  the Prof ile 

Owner as if  the Prof ile Owner had prov ided such consent executed in 
writing. 

 

Security Measures 
This document sets out the security  measures (as may  be rev ised or 
updated by  the HSBC Group f rom time to time) f or any  electronic banking 

sy stems ("E-Channels") prov ided by  any  member of  the HSBC group (the 

"Profile Bank") to its customers (the "Profile Owner"). 

 
 
Prof ile Bank Security  Measures 

1. The Prof ile Bank shall employ  measures to deny  access by  
unauthorised external parties to the env ironment in which its intemet serv ice 
operates. 

2. The Prof ile Bank shall ensure that its sy stems are strictly  controlled 
including hav ing business continuity  plans. 

3. As part of  the Prof ile Bank's security  measures, users authorised by  the 
Prof ile Owner (Users") who access the HSBCnet E-Channel may  be subject 

to automatic suspension when they  hav e not logged into HSBCnet within a 6 
month period. If  a HSBCnet prof ile is not accessed by  any  Users within an 18 

month period, the HSBCnet prof ile may  also be suspended.  

4. If  biometric authentication methods (f or example, f ingerprint scan or 
f acial recognition) are used to access an E-Channel f rom a mobile dev ice, 
the Prof ile Bank and associated HSBC entity  that prov ides applications to the 

mobile dev ice, reserv e the right to remov e the biometric authentication 
f eature at any  time and, if  necessary , without notice if  there are concerns 

relating to the security  of  a dev ice. In normal circumstances, it will still be 
possible to authenticate v ia the mobile dev ice using other existing methods.  

Prof ile Owner Security  Measures 
1. The Prof ile Owner shall only  access E-Channels using the 

authentication methods prescribed by  the Prof ile Bank.  

2. The Prof ile Owner shall ensure that all Users keep their security  
credentials (password, memorable answer, security  answers, Security  
Dev ice PIN, mobile dev ice password/PIN or any  other security  

credential required to access E-Channels, as applicable) secure and 
secret at all times and not f acilitate any  unauthorised use of  these 

credentials. In particular, the Prof ile Owner shall not share any  security  
credentials or access of  an E-Channel with any  third party  other than to 

a regulated third party  serv ice prov ider that the Prof ile Owner has 
authorised. 

3. The Prof ile Owner is responsible f or the caref ul selection of  its Users, 
noting such Users are prov ided with access to a wide range of  

capabilities including assigning entitlements to accounts or other 
serv ices and sending instructions in relation to those accounts or 

serv ices. 

4. The Prof ile Owner shall notif y  the Prof ile Bank promptly  if  any  
Security  Dev ices are lost or stolen. 

5. The Prof ile Owner shall: 

a) promptly  take appropriate action to protect any  User's prof ile if  it has 
any  suspicion that such User's credentials hav e been in f ull or part 

compromised in any  way ; 

b) rev iew recent activ ity  on its accounts and User prof iles if  it suspects 
any  Users credentials hav e been compromised and inf orm the Prof ile 

Bank promptly  of  any  discrepancies; and 
c) regularly  rev iew its account and Users' prof ile activ ity  and 

entitlements to ensure that there are no irregularities and report any  
discrepancies promptly  to the Prof ile Bank. 

6. The Prof ile Owner shall promptly  remov e a User f rom its E-Channel 
prof ile in the ev ent that any  such User leav es the Prof ile Owner's 

organisation. The Prof ile Owner shall promptly  suspend the use of  the 
E-Channels by  any  User where there is any  concern about the conduct 

of  that User or their entitlements. The Prof ile Owner shall ensure that 
security  credentials or dev ices are only  used by  the specif ic indiv idual 

User that they  are assigned to other than to a regulated third party  
serv ice prov ider that the Prof ile Owner has authorised. 

7. The Prof ile Owner shall ensure that its users prov ide correct, f ull and 
unabbrev iated details whenev er they  are required by  the HSBC Group. 

The Prof ile Owner shall f urther ensure that their Users regularly  rev iew 
such inf ormation and update their details whenev er there is a change to 

their details and do not maintain more than one username or set of  
security  credentials at any  time. 

8. The Prof ile Owner shall inf orm the Prof ile Bank within sev en day s of  
dispatch of  a Security  Dev ice by  the Prof ile Bank that it has not 

receiv ed the package sent, prov ided that the Prof ile Owner is made 
aware of  the dispatch. 
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9. The Prof ile Owner shall return any  Security  Dev ices to the Prof ile 
Bank promptly  if  requested by  the Prof ile Bank. 

 

 

10. The Prof ile Owner shall adopt and rev iew its internal security  measures 
on a regular basis to ensure protection remains up to date and in line 

with regulatory  and industry  best practice guidance. These should 
include, but not be limited to, malware protection, network restrictions, 
phy sical access restrictions, remote access restrictions, computer 

security  settings, monitoring of  improper usage, guidance on acceptable 
web browsers and email usage including how to av oid acquiring 

malware. 

11. The Prof ile Owner shall hav e processes in place to prev ent Users being 
socially  engineered or acting on f raudulent communications. This is to 

prev ent business email compromise and similar schemes where a 
f raudster sends an email impersonating someone known to the 

authorised User f or an E-Channel and seeking to change an address or 
bank account number where pay ments are to be sent. Such processes 

should include, f or example, where communications are receiv ed by  
Users seemingly  f rom known senders (including, but not limited to, 

senior management, suppliers and v endors) to ensure the authenticity  
of  those communications are independently  v erif ied (through a means 

other than email). 

12. If  any  E-Channel is accessed by  a User v ia a mobile dev ice, the 
Prof ile Owner shall require that the User: 

(a) does not leav e the mobile dev ice unattended af ter logging on to 
any  E-Channels; 

(b) clicks the 'Logout' button when the User is f inished accessing any  

E-Channels; 
(c) enables the mobile dev ice's automatic pass code lock f eature;  

(d) does not share mobile dev ices being used to access E-Channels 
with others; 

(e) is the only  person registered f or biometrics (f or example, f ace, 
f ingerprint, v oice, retina) etc.) on the dev ice;  

(f ) takes steps to de-register dev ices that should no longer be used as 
an authentication method as env isaged in clause 15; and 

(9) does not access the E-Channel v ia a mobile dev ice that has 
been jailbroken, rooted or otherwise compromised. 

13. The Prof ile Owner acknowledges and agrees that in the ev ent that its E-
Channel is suspended f or any  reason, any  subsequent reactiv ation of  
that E-Channel will automatically  reinstate all original entitlements, 

limits, User access and access to the same accounts and serv ices as 
prior to such suspension. 

14. The Prof ile Owner should be aware that Users accessing an E-Channel 
v ia a mobile dev ice can carry  out a wide range of  activ ities using the 
dev ice. This includes utilising the mobile dev ice (f or instance, in place of  

a Security  Dev ice) to authenticate activ ities carried out on a separate E-
Channel session conducted v ia a desktop computer.  

15. Where Users access E-Channels v ia biometric authentication measures 
av ailable on certain mobile dev ices (f or example, f ingerprint scan or 
f acial recognition), the Prof ile Owner acknowledges that such methods 

of  authentication still pose a risk of  being compromised or permitting 
unauthorised access (f or instance where close f amily  members are 

inv olv ed). 


